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Abstract


Fermilab’s Technical Division supports high-energy physics experiments by designing, constructing and fabricating accelerator and detector components.  These devices increase the performance of the Tevatron.  The Technical Division has a Computing and Information Systems department that controls the computer maintenance for all networks located within the division.  Different tasks that are conducted involve software distribution, carrying out Fermilab’s computer security policies, hardware installations, migrating computer users, and developing content management systems.  This paper describes the processes that are done to successfully complete these assignments.

I. Introduction

Many physics-based experiments are conducted at Fermi National Accelerator Laboratory (FNAL).  The major concerns of Fermilab are understanding how high energy physics plays a role in what the universe consists of and how it operates.  High-energy physics is the branch of physics that studies subatomic particles and the results of their interactions.  Accelerators and colliders are the major machines involved in high energy physics experiments that are conducted at Fermilab.  These accelerators are used to give increasing energy to particles moving in opposite directions.  The particle experiences a great collision which takes place at the collider.  Massive amounts of subatomic particles are distributed as a result of the collisions.  Very strong magnetic forces are used to cause the rapidly moving particles to interact.  From these interactions, physicists are able to study and analyze the results of the collisions.  Fermilab takes credit for having the highest energy collider in the world, the Tevatron.  The Technical Division of Fermilab provides support to the Tevatron by building the necessary components of the accelerators and detectors.  The division is also responsible for designing, fabricating, and testing many accelerator devices.  Fermilab’s Technical Division is responsible for the high-field superconducting magnet development, which is the main source for conducting high-energy particle accelerator experiments. (Technical Division Information)  Since a large number of the Technical Division experiments are conducted by the means of computers, the division supports a Computing Information Systems (CIS) department.  The CIS department provides computer maintenance and installation, manages computer security, and develops content management systems.  In this paper the steps and purpose of completing task for the CIS department are explained.
A. Software Distribution

Software distribution at Fermilab is designed to make software available to many users in an easily transferable process.  Each division has its own recommended class of software applications that should be installed on every computer.  All of Fermilab’s software is issued from a common server located on the Fermi domain.  Members of this environment have permissions of installing any additional software that divisions may need.  Most of the Technical Division required applications are found in the PCApps folder located on tdserver1.  The PCApps folder supports applications such as Microsoft Office, Acrobat Reader, and File Maker Pro.  Mozilla based web browsers are preferred by the division.   The Technical Division has written documents available for users involved with installation processes for workstations or personal computers.  These documents make setting up a computer much easier, and offer step-by-step details for accomplishing certain tasks.  
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B. Fermilab’s Computer Security

Fermilab has a mandatory computer security policy.  Because the Internet is the source of many critical viruses, computers are vulnerable to infection.  Viruses are unexpected computer actions that can cause problems in the computer’s environment.  Before any computer is placed on the Fermilab network the computer must have the proper security actions performed on its operating system.  Patches and hotfixes are security updates that are run on the operating system to prevent any viruses from affecting or destroying computers or different networks.  When computers functioning on Windows operating systems are placed on the network, additional critical patches from the Windows update program are required to be installed.  Once all required patches and hotfixes are applied, a computer is permitted to be attached to the Fermi network.  
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C. Preparing Computers for the Network

1. Computer Registration

All computers located on the Fermilab network must be registered by filling out a “Node Registration” form which requests general information about a computer.  Common information includes the physical address of the computer, the product description, and the serial number and Fermilab identification number.  

2. Networking

a. Network Assignment

After all information is submitted, the Computing Division will assign the computer an Internet Protocol (IP) address.  An identifier for a computer or device on a TCP/IP (Transmission Control Protocol/Internet Protocol) network is an IP address.  The format of an IP address is a 32-bit numeric address written as four numbers separated by periods. Each number can be located in the range from zero to 255. (IP Address)  Sometimes computers located on the domain already own an IP address.  When an administrator requests an IP address of a computer that already contains an IP address it can easily be discovered by running commands in the window prompt terminal (ex. nslookup the computer network name).  The computer’s IP address is immediately returned.  There are many mobile computers located on the Fermilab network.  Because these computers are not stationary they require Dynamic Host Configuration Protocol (DHCP) settings.  DHCP's purpose is to enable individual computers on an IP network to extract their configurations from a server. The overall purpose of this is to reduce the work necessary to administer a large IP network. (Wobus)

b. Settings and Configurations

The Computing Information Systems department supports networking installations.  Network procedures that are carried out are setting configurations and actual hardware installation.  Once the Computing Division issues an IP address, administrators can begin to configure other network settings.  The Subnet Mask is a filter that selectively includes or excludes certain values used to determine what portion of a network an IP address belongs to. (Subnet)  The Technical Division public network consists of five logical subnets.  These subnets include 43, 44, 45, 46, or 157.

c. Network Cable Installation
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For some networks, cabling serves as bridges for computer networks.  There are various types of cables that assist computers with communication among each other.  The Technical Division networks operate off unshielded twisted pair (UTP) category five cable.  This transfers data up to one hundred megabits per second.   The quality of UTP may vary from telephone-grade wire to extremely high-speed cable. The cable has four pairs of wires inside the jacket. Each pair is twisted with a different number of twists per inch to help eliminate interference from adjacent pairs and other electrical devices. The tighter the cable is twist, the higher the supported transmission rate and the greater the cost per foot. (Cabling) The standard connector for unshielded twisted pair cabling is an RJ-45 (Registered Jack) connector.


When installing cable one should always use more cable than is expected and be sure to leave plenty of slack.  Frequent tests for network connections are expected after each setup is complete. To prevent cable damage, those that are installed in ceilings should be at least three feet from florescent lights or any other source of electrical interference.  Cable ties opposed to tape should be used to keep order to groups of cable.

Categories of Unshielded Twisted Pair
	Type
	Use

	Category 1

	Voice Only (Telephone Wire)


	Category 2

	Data to 4 Mbps (Local Talk)


	Category 3

	Data to 10 Mbps (Ethernet)


	Category 4

	Data to 20 Mbps (16 Mbps Token Ring)


	Category 5

	Data to 100 Mbps (Fast Ethernet)



	


d. Wireless Networks
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Fermilab also supports wireless Internet networks.  Wireless networks use high frequency radio signals to operate across a network.  Each computer on a wireless network has a transceiver device with capabilities of sending and receiving information throughout a network.  Since many of Fermilab’s tasks may be mobile, wireless connections are a great source for many of Fermilab employees because of its portability.  In terms of connection speed, cable networks are faster than wireless connections.  Wireless networks are also subject to be victims of interference from other radio signals, lights, or electronic devices.  (Cabling)
D. Migration for Computer Users 

It is common for users to migrate to different machines with ability of accessing their personal applications and files.  Pre-and post-install processes were created to make these transitions as easy as possible.  The safest way to begin is to automatically have all users’ personal folders backed up on another server in case their files are lost in the transfer.  When users have personal folders available on the server they can begin to transfer their preferred documents.  Users simply place all documents they wish to acquire on their new computers into their personal folders.  Any local email account information, address books, and bookmarks the user wish to have access to may also be migrated so users can enjoy their personalized features.

E. Content Management System


The CIS department took on the responsibility of developing a content management system for the International Linear Collider (ILC) project.  The content management system was designed for users of the ILC project to share objects such as documents, files, images or presentations.  Personal accounts are created for each member of this system.  An open source program called Plone powers this system.  Plone allows content management administrators to add, update or maintain content located on the system.  Zope is a program that permits administrators to edit the preferences of the site with knowing little or none of the Python programming language which the system is based on.  Some changes that may occur include the settings of the navigation options, user privileges, and search options.  Plone has the capabilities of assigning members into different groups with limited permissions.  These groups include the author, reviewer, manager, and the owner.  A logged-in member has the privilege of viewing all material published by other members of the community.   The author may submit certain objects seeking approval for publishing the material on the site.  A decision of approving an object to be published is given to the reviewer.  Finally, an owner has control over the entire system.  The owner’s permissions are not limited.

[image: image5.png]¥ development-portal - Welcome to Plone - Mozilla {Build ID: 2004031616},

Ele Edt View Go Bookmarks Iods Window Help Debug QA

9@ .2 A G s g ][ searen] S - I

ook Fonwerd " naoed op et
[ R S S S—

International Linear Collider

2 search

[ heme [ news 1[ members | [ sdvanced search |[estendar ][ help ]

ou are notlogged in 2 login & join

ou are here: home.

e Welcome to Plone 2y [l
3 Members N N N News1
S vl This welcome page is used to introduce you to the Plone Content Management System. 2004-07-08
Warkgraups
@ﬁmmq " You can custamize this frontpage by dlicking the edit tab on this document if you have the "
3 Members correct permissions. Create folders and put content in those folders. Folders will show up in
(2 Help the navigation box if they are published. It's a very simple and powerful system
Workgroups EEETETTEE
= For mare information [ Suyao0s o
Su Mo Tu We Th Fr Sa
log in @Plone website 1 2 3
Name 4 s 6 78 910
©Zzope community 1112 13 14 15 16 17
16[19] 20 2122 23 24
asswor CUE website
[ d @ 25 26 27 28 29 30 31 =

There are @mailing lists and @recine websites available to provide assistance to you and
Tlogin your new-found Content Management System. @ 0nline chat is alsa a nice way of getting
advice and help,

& Forgot your Please contribute your experiences at the ©Plone website
password?

Thanks for using our product,
© New user?

©The Flone Team

Crested by administrator

b £ 2 BB & hepiffopeidodnagov]





Conclusion

Performing various tasks within the Technical Division’s CIS department has provided me with a better knowledge of computer support systems.  The major tasks that I performed were software distribution from a common source to different users within the division, hardware installations, a content management system for the International Linear Collider project, and end user documentation.  I participated in many software distribution projects that permitted users to effectively use their computers for different occupations.  I was faced with the challenge of creating documents that would make software distribution an easy process for all individuals that would partake in preparing pc systems.  Hardware installations involved custom PC assembly, network cabling, network distribution frame assembly and installation, and electronic installation.
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